White Paper

Panasonic &

Your Personal Data

with Business Communication Products
This document outlines how Panasonic collects,
stores, processes and protects your personal data,
which ensures Panasonic and its business
communica�on products are GDPR-compliant.

Any ques�ons?
Datenschutz@eu.panasonic.com
Panasonic Marke�ng Europe GmbH
Hagenauer Strasse 43
65203 Wiesbaden
Germany
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How Panasonic
assists GDPR

Compliance

Is Panasonic a data
processor or controller?
Panasonic is both processor and controller. A
controller collects personal data and
determines the purpose for which such data
will be processed.
A processor performs speciﬁc processing
ac�vi�es on behalf of a controller. Panasonic is
a processor in its handling of personal data on
behalf of a third party, such as during the
provision of cloud services, managed services,
and any kind of technical support.

What has Panasonic done
to become compliant as
both data controller and
data processor?
GDPR regulates two types of en��es that
process
personal data: (1) controllers, who collect
personal data and determine the purpose for
which the data will be processed, and (2)
processors, who perform speciﬁc processing
ac�vi�es on behalf of a controller.

The GDPR (General Data Protec�on Regula�on)
is a European law that came into eﬀect on May
25, 2018 (repealing the data protec�on
Direc�ve 95/46/EC).
It applies to the processing of personal data in
the European Union (EU) and to the processing
of personal data belonging to European ci�zens
outside of the EU when included as part of a
solu�on or service oﬀered within the EU, or
where EU ci�zens’ ac�vi�es within the EU are
monitored.

1

2

3

4

Panasonic has iden�ﬁed and

made a list of suppliers / service
providers who process personal data on
behalf of Panasonic.
Panasonic has entered into agreements
with these suppliers conﬁrming that
they will process any such personal
data in compliance with GDPR.

Panasonic has made a D a t a
Processing Agreement (DPA) available
to enterprise customers whose
personal data is processed by
Panasonic.
Secure data traﬃc EU-Japan:

The EU and Japan have agreed to
recognize each other's privacy systems
as appropriate. The EU has ini�ated the
procedure for the adop�on of its
adequacy assessment for Japan.

Panasonic is providing

GDPR Compliance training to all
employees who may or may have the
opportunity to handle personal data.
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Panasonic has reviewed

all
internal security measures and
processes around personal data to
ensure all data are stored safely and
securely and are only accessible to
appropriate people.

Panasonic has created

inter-company agreements between
diﬀerent business en��es within the
Panasonic Corpora�on which enables
each business en�ty to share personal
informa�on required for internal
func�ons and business opera�ons in a
GDPR-compliant manner.

Panasonic has updated

its
external Privacy Policy to be
GDPR-compliant.

Panasonic

complies with

GDPR
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As part of our EU General Data Protec�on
Regula�on (GDPR) work, we are undertaking
Data Protec�on Impact Assessments (DPIA)
of our major products and services.
Whenever Panasonic processes personal
data, Panasonic complies with the
obliga�ons that GDPR places on data
processors.

Individual
Rights
The GDPR provides the following rights for individuals:
1. The right to be informed
2. The right of access
3. The right to rec�ﬁca�on
4. The right to erasure
5. The right to restrict processing
6. The right to data portability
7. The right to object
8. The right to restrict automated decisions and proﬁling
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Regarding
Panasonic PBX Systems
Panasonic PBX systems are generally conﬁgured
with employee personal data as well as customer
or supplier personal data. However, such PBX
systems DO NOT send any personal data back to
Panasonic which means the personal data in these
cases are only controlled and processed by the
system owner, installer or maintainer.

How
can these be
protected?

Panasonic PBX Systems
are designed to help
protect personal data

The GDPR stands on exis�ng principles
and adds �ghter obliga�ons on
businesses. Among those imposed on
the controller and processor, it is
deﬁnitely important to lawfully, fairly
and necessarily collect and process
personal data, and to properly disclose
and delete such data when required.

Panasonic PBX Systems oﬀer many features that
may store personal data including:
Contact informa�on
Extension name, phone number, email
address, Fax number, etc.
Authen�ca�on ID/Password
Used to register your telephone or system to a
SIP service, or to access secured conﬁgura�on
menus.
Call Details Repor�ng
Such as built-in ACD repor�ng or SMDR.
Call Recording
Voice messages from outside callers or
recorded conversa�ons.
Most data that is stored within the PBX is essen�al
for expected telephone system func�onality. It is
the PBX system owner�s responsibility to obtain
consent to collect and process such data within
normal business opera�ons.
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One example of a case where the PBX
owner should obtain prior consent
before collec�ng personal data is when
u�lising the manual or automa�c
Conversa�on Recording func�on.
A common PBX func�on enabling this
consent to be easily collected and
conﬁrmed before conversa�on
recording takes place is by automated
a�endant.
Only authen�cated personnel will have
access to the personal data stored
within the PBX system. Access to data
dele�on is simple through web
maintenance and is also logged or
traced within the PBX.

How
remote maintenance
works?
Some of Panasonic PBX systems, such as the KX-NS / NSX system, support secure remote access
without port forwarding at the edge router / ﬁrewall. This mechanism is provided in combina�on with
the ac�va�on key management server (KMS) and remote maintenance server built in Panasonic cloud
environment.

Panasonic
Cloud
HTTPs

Maintenancer

PBX System

KMS

Basic communica�on between KMS and a PBX system is secured by the HTTPs protocol, through SSL
tunnel established in Panasonic Cloud, using access key authen�ca�on. All remote connec�ons are
conﬁgured with a unique token for each PBX system. All communica�on over SSL is not cached at all,
but just relayed or passed through.
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No
personal data
stored

No personal data is stored on Panasonic
Cloud, which acts as a secure tunnel
(VPN), allowing access between KMS and
remote PBX systems. Neither KMS nor PBX
systems upload personal data to
Panasonic Cloud.
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Ensures
access
traceability

All access history is recorded in KMS and
can be completely tracked to ensure that
all access is relevant and appropriate.
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Allow
authorised access
only

Only cer�ﬁed Panasonic PBX dealers can
access KMS. Only dealers who are granted
remote access by the PBX system owner
have access to the speciﬁc PBX system he
needs to maintain. Every access is
authorised with the combina�on of user
ID / password / dealer code / device ID.
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Able to
invalidate
remote access

PBX system owners, who would like to
allow remote maintenance, must
purchase and install a speciﬁc ac�va�on
key. This prevents unwanted ac�va�on of
remote access availability.
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When processing
personal data for
technical support?
Data collec�ng & processing workﬂow

For tech support
purposes

Escala�ng data
to technical
support

Downloading
the data to a
ﬁle server

Processing the
data for analysis

Dele�ng the
original data

Panasonic collects
and processes PBX
system data that
can include
personal data

Panasonic local
sales company
support will
escalate issues by
uploading
customer
conﬁgura�on data
to a central
technical support
database
controlled by
Panasonic Japan.

Technical support
inside Panasonic
Japan download
data from central
database to local
ﬁle server.

Exclusive
technical support
members
inves�gate
further to analyse
possible causes
of customer
issues

A�er detailed
analysis is
complete and
issue resolved or
concluded, the
data is deleted
from both local
ﬁle server and
central database.

How is the data
secured?
Before the PBX system data ﬁles (including personal data) are uploaded to the central database in Panasonic Japan,
local sales company support engineers will securely encrypt the ﬁles. Support engineers in Panasonic Japan
download the data ﬁles from the central database to the local ﬁle server where physical access is also strictly
controlled. Access logs for the ﬁle server are also logged, archived and traceable. To further prevent data leakage,
the ﬁles are deleted from the central database at the earliest opportunity. All steps and procedures in the collec�ng
and processing of personal data are subject to Panasonic guidelines and framework to comply with GDPR
obliga�ons.

Addi�onal Panasonic Ac�vity
for GDPR Compliance
Panasonic will annually review ﬁle
server access rights and system data
ﬁles stored on the ﬁle server.
Unnecessary user access will be
disabled and system data ﬁles will be
deleted immediately.
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System data on the ﬁle server is
strictly managed. System data is
automa�cally associated with the
central database escala�on case
number when saved. Date of
registra�on and dele�on of system
data is recorded against the
engineer responsible.

For GDPR Compliance when
handling personal data, Panasonic
divides the workﬂow into detailed
cases and procedures. Individuals
responsible for handling personal
data are trained on a regular basis
to ensure a high level of ability in
following correct procedures.

Any questions?
Datenschutz@eu.panasonic.com
Panasonic Marke�ng Europe GmbH
Hagenauer Strasse 43
65203 Wiesbaden
Germany

9

MG-PBXL024EN1905ZZZ/ZZZ-1

